Copyright Protection by Watermarking for Color Images
against Rotation and Scaling Attacks Using Peak
Detection and Synchronization in Discrete Fourier

Transform Domain

Yen-Chung Chiu and Wen-Hsiang Tsal

Department of Computer and Information Science
National Chiao Tung University
Hsinchu, Taiwan 300

gis91528@cis.nctu.edu.tw
whtsai@cis.nctu.edu.tw

ABSTRACT

A watermarking method for copyright protection
of color images againg rotation and scaling attacks is
proposed. A watermark is embedded in an input
image as codfident-vaue pesks circulaly and
symmetricdly distributed in a middle band of the
discrete Fourier transform (DFT) domain of the input
image. By detecting the peaksin the DFT domain of
the resulting stego-image, the embedded watermark
can be extracted for copyright proof, even after the
sego-image is atacked by rotation and rescaling.
Experimentd results showing the effectiveness of the
proposed method are aso included.

Keywords. watermarking, copyright protection,
color image, rotation, scding, discrete Fourier
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1. INTRODUCTION

Digitd watermarking is a technique for
embedding a watermark into a digitd image to
protect the owner's copyright of the image. The
embedded watermark in the resulting stego-image
must be robust because he stego-image may be
rotated or scaed by illicit users. It is desrable that
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dter such rotation or scaling attacks the
watermark is nat fuly destroyed and can dill be
extracted to verify the copyright of the image.

Many watermarking techniques for copyright
protection have been proposed in recent years.
Watermarking techniques that are robust against
rotation and scding are modly performed in the
freqguency domain. ORuanaidh and Pun [1]
proposed the use of Fourier-Mdlin transform-based
invariants for digitd image watermarking. A public
watermarking method based on the Fourier-Mdlin
transform and an extenson of it based on the Radon
transform was proposed by Wu, et d. [2]. In Lin, et
d. [3], a watermark was embedded into a one-
dimensond dgnd obtained by taking the Fourier
transform of the image, re-sampling the Fourier
meagnitudes into log-polar coordinates, and summing
a function of those magnitudes dong the log-radius
axis. Su and Kuo [4] proposed a spatia-frequency
compogdite digitd image watermarking scheme to
make the embedded watermark survive rotation and
sding attacks. The frequency-domain watermark
was embedded in the discrete Fourier transform
(DFT) coefficients. The spatid-domain watermarking



is used to help recover the image to its origind
orientation and scale.

In this paper, we propose a watermarking
method for copyright protection of color images
agang rotation and scaling attacks by the use of
coefficient-vdue pesks in the DFT doman. A
watermark in the form of a binay sream is
embedded as coefficient-vaue pesks distributed
drculaly and symmericdly in a middle band of the
DFT coefficients of an input image. By detecting and
gynchronizing the coefficdent-vaue pesks of the
resulting stego-image, the embedded watermark can
be extracted, even after the ego-image is subjected
to rotation and rescaling attacks. Experimentd results
show the effectiveness of the proposed method.

The remainder of this paper is organized as
folows. In Section 2, the idea of the proposed
method will be described. In Section 3, the proposed
watermark embedding process will be presented. In
Section 4, the proposed watermark extraction
process will be described. In Section 5, some
experimentd results will be illusrated. Findly, in
Section 6 asummary will be made.

2. |dea of Proposed Method

2.1 Propertiesof DFT and Color Images

The DFT F(u, v) of an input image f(x, y) of Sze
MxN can be described by:

1 gt %t -
F(U,V) =_a a f (X, y)e-JZp(ux/M +vy/N) | (1)
M x=0 y=0
This trandform has severa properties related for this
sudy. Firgt, the trandorm has a symmetry property
[5] shown by

F(u,v) =F (- u, - v), 2

where the symbol F* means the complex conjugate of
F. Also, the complex tranform F(u, v) can be
divided into two parts, the magnitude function (or
cdled spectrum) |F(u, v)| = [R(u, V) + 13(u, v)]¥?
and the phase function f (u, v) = tar*[I(u, V)/R(u,
V)], where R(u, v) and I(u, v) are the red and
imagnary parts of F(u, v), respedivdy. For red

inputslikeimages Eq. (2) leads to:
Fu,vI=F(-u,- V), 3)

which meanstha a coefficient vaue and its symmetric
verson in the DFT domain are equa in magnitude. In
addition, both the magnitude and the phase functions
are necessary for complete reconstruction of an input
image fromits DFT. But the magnitude part is less
important than the phase part. The magnitude-only
imege is unrecognizable. On the contrary, the phase-
only image is bardly recognizable [6]. Therefore, we
may compute and adjust the magnitudes of the DFT
coefficients to embed information without causng
gonificant loss of the imeage quality, as is done in this
studly.

Furthermore, it is wel known [7] that the
rescaling gperation has dmost no effect on the DFT
coefficients, and that dter rotating an image n the
gpatid domain, the locations of the coefficient vaues,
on the contrary, will have the same rotation in the
DFT domain. Fgs. 1(a) and (b) show animage and a
rotated verson of it. And the corresponding
spectrum images, in which each pixd vaue is taken
to be the magnitude of a DFT coefficient, are shown
in FHgs. 1(c) and (d), respectively. Note that he
spectrum imege in Fig. 1(d) has the same rotation as
theimegein Fig. 1(b).

Fndly, though we can embed watermark
ifformation into &l the three color channds of an
imagein gereral, according to experiments, this work
can only be conductedin the red and blue channdlsin
the DFT doman because hiding information in the
green channd istoo sengtive to the human visonand
will create perceivable effects.

2.2 Proposed Technique of Using DFT Peaks
for Watermarking

In the proposed watermarking method, after the
zero frequency point F(0,0) is shifted to the center of
the DFT domain, a watermark is embedded in aring
region which covers a middle band, denoted as B
subsequently, in the frequency domain between two
circles with two pre-selected radii R, and R, where



R < R, as showninHg. 2. The middle band of the
frequency domain is divided into n equdly-spaced
concentric circleswith radi rq, 1,, , r,, and into m
angle ranges with darting angles q,, q,, , Gy S
seenin Fig. 3. Then, nxm embeddable positions p;,
P, ,Pxmare slected in this study to be located at
(U vy inthe frequency domain described by:

P = (U, V) = (ricosg;, riSingy), (4)
wheelfi£nl£j£mandl£ k£ n m andat
each embeddable position p,, the coefficient vaue is
adjusted to be alocal peak in the frequency domain.

(@ (b)

(©) (d)
Hg. 1 Input images and Fourier spectrums of G channel. (a)
Image “Lena”. (b) Image “Lena’ after rotation. (c)

Fourier spectrum of “Lena’ (d) Fourier spectrum with
the samerotation of (b).

A

Fig. 2 A ring regionin middle frequency band.

(U Vi)

Fg. 3 The ring region divided into concentric circles and
into angular sectors.

More specificdly, let W be a watermark to be
embedded, which is taken to be a sarid number in
this sudy in the form of a bit stream, and let M(u,, v,)
be the DFT coefficient vdue a an embeddable
postion p, = (u, v,). Then, we embed a watermark
bit w; at p, in the frequency domain in this sudy by
modifying M(u,, v,) to be alocal peak M* (u,, v,) by
the following equation:

M (U Vi) = M(U, V) + oxw (5)

where c is a pre-sdlected parameter that determines
the strength of the embedded watermark sgnd.

It is noted that, when conducting watermarking
in the above way of changing the DFT coefficient
value a an embeddable postion p, = (u,, v) for the
amount of d = cxw,, we must preserve the positive
symmetry property of the DFT [9] by changing the
corresponding coefficient value a p, = (- u,, - v,) for
the same amount d. Otherwise, the peak created at
p, will be counteracted by the symmetric coefficient
vauea p, dfter goplying the inverse DFT. That is,
we mugt peform, as is done in this sudy, the
fdlowing operation

M (U -V)=MCU-v)+d  (6)

in addition to (5) each time we embed a watermark
bit w; at an embeddable position p, = (U, Vi)-



2.3 Proposed Techniquefor Synchronizing Peak
L ocationsfor Protection against Rotation and
Scaling Attacks

In order to ded with rotation and scaling attacks,
an extra locd peak Pg,, caled synchronization
peak, is created in the DFT domain to serve asa
sgnd for synchronizing the pesk locationsp,, p,, ...,
P, Mentioned previoudy in a way described later.
Pync is embedded into the previoudy-mentioned
middle frequency band B at alocation pg,,. described
by:

Pyne = (Ugner Vo)
= (rs,/nccososynci rsyncs.qunc) (7)
wherer .. isselected to be larger than R, and ¢, is
apre-sdected angle vdue. We adjust the DCT vdue
Mof Py, to be apesk vdueM' = M + cwhere cis
the congtant vaue mentioned previoudy.

We now describe how we use the
synchronization pesk Py, in the proposed
watermark extraction process to cdculate the
rotation angle of a tampered dego-imege which
auffered possibly from a rotation attack. Because of
the DFT properties mentioned previoudy and
illustrated by Fig. 1, if a Sego-image is rotated, the
location of P, will dso be changed with the same
rotation angle. We may cdculate firs the new angle
q snc Of Pyne and take e difference Dg between
0 sne AN gy t0 decide whether the stego-image has
been rotated: if Dg * O, then rotated; else, not. If
rotated, then we find the angles ', of the remaining
local peaks and compute their origind agles g, by

o' «=q - Da. (8
On the other hand, as mentioned previoudy, if a
sego-imege is rescaed, the DFT coefficient values
are dmogt unaffected It means that the radii of the
loca peaks will not be changed.

3. Watermark Embedding Process

In the proposed watermark embedding process,
we use the red and blue color channels of an input
imege to embed a waermark bit stream in the DFT

domain according to the idea described in Section 2.
Each channd is used to embed a hdf of the
watermark bit stream The inputs to the proposed
watermark embedding process are a color image C
and awatermark bit stream W. The output is a stego-
imageS. The processis described as an algarithm as
follows.

Algorithm 1: Water mark embedding process.

Input: a color image C and a watermark bit stream
W = w,w, w,, with length 2/, where ¢ =
mxn with m and n being two pre-selected
integer numbers.

Output: A sego-image S.

Seps.

1 Trandorm the red and blue channds of C into
the frequency domain by the DFT to get C’
md C’blue'

2. Divide W into two parts W, = w,w, w, and
Woe =W, W,,p W,

lue —

3. Embed W, and W, into C 4 and C .
respectively, by performing the following
operations.

3.1 Decide ¢ embeddable postions P = {p,,
p, , P} and thar symmetric positions Q
={a, d,, , g} in the middle frequency
band of the DFT domain according to the
way described in Section 2.2.

3.2 If watermark bit w, equals 1, then adjudt the
pair of the coefficient values bcated at p,
and g, to belocal pesks by Egs. (5) and (6),
wherel£KE ¢ for C yor/+1E£EKE 2/
for C'ye-

3.3 Add asynchronization peek P, according
to the scheme described in Section 2.3.

4. Trandorm both C' o, and C' back into the
spatia domain by the inverse DFT.

5. Takethefind result asthe desred stego-imege S.

4. Watermark Embedding Process

In the proposed watermark extraction process,
the red and blue channds of a stego-image are



accessed. Each of these two channds is transformed
into the DFT domain. Then, the locad pesksin the
midde frequency band of the DFT doman ae
detected using a pre-sdlected threshold vaue T: if any
DFT coefficient vaue M is larger than T, it is judged
to be a locad pesk. Because of the symmetry
property of the DFT coefficient vaues, we may only
detect pesks within the range of the uppe-hdf
Fourier spectrum imege. After collecting dl the pesks,
adetected peak with the largest radiusr .. and angle
e IS taken to be the synchronization pek, which is
then used to synchronize dl the remaining peaksin a
way described by (8). The reault is a st of locd
peaksP ={p'y, P2, , P}

Also, we divide the ring area of the middle
frequency band B between the two cirdes with radii
R and R, into n egualy-spaced concertric circles
and into m angle ranges to make B become a st of ¢
sectors D ={d,, d,, , d} where / = mxn, asseen
inHg. 4. Then, we compare P* and D to decide the
watermark bit sreamW=w,w, w, by:

_11 if certainp,' fallsind,,

= 9
}O otherwisg ®)

Wk
wheel £k £ ¢and 1 £i £ h. This means that, if
there is a pesk within a sector d,, the hit w is set to
be “1;” otherwise, “0.” Findly, we trandform the bit
dream into an integer number as the extracted
watermark and complete the watermark extraction
process. The detail of the process can be described
asan dgorithm asfollows.

Algorithm 2: Watermark extraction process.

Input: a stego-image S

Output: a watermark W.

Seps.

1. Trandorm the red and blue color channesof S
into the DFT domain to get two Fourier spectra
Siea@dS e

2. Detect peskswithin the upper havesof S, and

S e respectivey, by performing the following
operations.

Fig. 4 The middle frequency band is divided into concentric
sectors.

2.1 Use athreshold value T to detect peaks in
the middle-frequency band B mentioned
previoudy. If the coeffident vdue a a
location is larger than T, it is consdered as
apeak.

2.2 Sdect the pesk with the largest radius as
the synchronization pesk P, and caculate
its angle change Dq with respective to the
origind angle of the synchronization pesk.

2.3 Recondruct the angles of the remaning
peaks by Eq. (8) to get their new locaions
P = {pll! p'2’ ’ plh} .

2.4 Dividethe midde frequency band B into ¢
sectorsD ={d,, d,, ,d} where/ =nx
mas described in Algorithm 1.

25 Compae P and D to decide the
watermark bit stream according to the way
specified by Eq. (9).

3. Concatenate the two watermark bit streams
obtaned from processng S, ad S,
sequentidly, and transform the result into a serid
number as the desired watermark W.

5. Experimental Results

Some expeimentd results of agpplying the
proposed method are shown here. A serid-number
watermark 877 was transformed into a bit stream.
The factor ¢ that determines the embedded
watermark strength was assigned to be 1.5. Fig. 5



shows an input image with sze 512" 512. And Fig.
6(a) shows the stego-image of Fig. 5 after embedding
the watermark. In addition, Figs. 6(b) and (c) show
the corresponding Fourier spectrum mage and the
detected locations of the locd and the
synchronization peaks marked with red and green
marks respectively. Fig. 6(d) show a rotated version
of Fig. 6(a) and the corresponding Fourier spectrum
image and the detected pesk locations are shown in
Hgs. 6(e) and (f), respectivey. It shows that the
Fourier spectrum image has the same angle of
rotation as the tampered image. Fig. 7(a) shows a
rescded image of Fig. 6(@) and the corresponding
Fourier spectrum image with the detected pesks is
shown in Fg. 7(b). As can be seen, the embedded
pesks can be successfully detected in  our
experiments.

Fgs. 8(a) and (b) show two other color imeges
both with sze 512" 512. And the corresponding
dego-images after embedding the watermark are
shown in Figs. 8(c) and (d), respectivdy. The
corresponding PSNR vaues liged in Table 1 show
that the quality of the sego-imegesis dill good and
that the embedded watermark is inperceptible by
humen vison.

6. Discussonsand Summary

Inthis paper, we have proposed a method for
embedding awatermark into a color image by coding
and synchronization of coefficient-value pesk
locations in the DFT doman. Utilizng some
properties of image coefficients in the DFT dbmain,
we can embed awatermark in the form of a binary
dream by creating the pesks circulaly and
symmetricdly in a midde frequency band in the
trandform doman. On the other hand, an extra
synchronization pesk is added to synchronize the
pesk locations. The embedded watermark was
shown by the experimentd results to be robust
agand rotation and scaling attacks, thus achieving the
god of image copyright protection. However, the
data hiding capability of the proposed watermark
embedding method is not large and cannot

accommodate a norma-sized logo imege. It may be
tried to solve this problemin the future

(© (®

Fig. 6 Output stego-images with the watermark, the
tampered image, and the Fourier spectrum imeges.
(a) Stego-image “Lena’. (b) Fourier spectrum image
of (a). (c) Peak locations of (c). (d) Tampered image
after rotating 13 degree clockwise. (e) Fourier
spectrum image of (d). (f) Peak locations of (e).
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(b)

Fig. 8 Input images, and output stego-images with the
watermark. () Image “Pepper”. (b) Image “Jet’. (c)
and (d) Stego-images after embedding the watermark,

respectively.

Table1 PSNR valuesof stego-images after

embedding water marks.

(b)

Fig. 7 A tampered image and its Fourier spectrum image. (a)
Tampered image after rescaling to 90%. (b) Fourier
spectrum image of (a) with peak locations.

Lena

Pepper

Jet

PSNR

33.0

330

33.0
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